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Getting Battery Wireless Ethernet

Front Panel

Q e @o The front of the Telephony Modem has the following indicators:
‘ ‘ A Battery: (WTM652G only) indicates the battery status.

B Telephone 1/2: indicates the status of each telephone line.
~ — e C Secure: indicates Wireless Protected Setup (WPS) is active.
SR r““%” ek e T o g D WLAN: indicates the status of the wireless LAN.
{00 0000000000
| \ = 7 A A E LAN 1-4: indicates the status of each Ethernet port.
: —— ' ' — F Link: indicates Ethernet or wireless connectivity between the Telephony-

Modem and computers.

Online: indicates internet data transmission status.
US: indicates upstream connectivity.

DS: indicates downstream connectivity.

©
©
[ m)
Q@
©
©

Power: indicates whether AC power is available to the unit.

Rear Panel

The rear of the Telephony Modem has the following connectors and controls:

O Q G e A Tel 1 (A/B models): connector for the first phone line.
Tel 1/2 (G models): connector for the first phone line (or both lines of a

2-line phone).
Tel 2: connector for the second phone line.

Antenna: connector for the wireless antenna.

Ethernet: for use with a computer LAN port.

m OO O W

@I L 02 ¥
5O

pout
& Rt =8
o

Tel12  Tel2 Cabl

Router Reset button: resets the Ethernet and wireless ports without af-
fecting telephony service.

— F TM Reset button: resets the Telephony Modem as if you power cycled the
unit. Use a pointed non-metallic object to press this button.

G Cable: connector for the coaxial cable.

T
o e G m H Power: connector for the power cord.
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Configuring Your Wireless Connection

The WTM652 ships with a basic factory default configuration that should allow you
to immediately access the Internet with a wireless connection. If your computer is
equipped with a 802.11b/g wireless LAN card, you may wish to configure the
WTM652 wireless settings. At a minimum, ARRIS suggests that you configure se-
curity settings.

Requirements
Make sure you have the following before attempting to configure your Ethernet con-
nection:
e Computer with:
— Ethernet interface or wireless interface

— Ethernet cable, if using Ethernet interface (supplied)

e Web browser
Configuration Basics

The WTM652 uses a web-based interface to configure wireless settings. The follow-

ing screen shows the various components of the interface.

. 1 Access bar: Shows the WTM652 connection status and provides the follow-
= a Cm Internet Status: ) |ng ”nks:
[wansewr NI e Home — returns to the Status page (shown above) from any screen.
e Help — displays help for the current screen.

C— T E‘.’.”E'J..' :23;‘35;” e Login/Logout — allows access to screens other than the Status screen.
e 2 Navigation menu: Select any of the items in this list to display an associated
S i i it W —— submenu. Selecting submenu items displays the associated screen. If you
wawe T ez : ss0 - aresdg are not logged in, the WTM652 displays the login screen before allowing you

Mmmy 192.168.100.1 npumv n.:m:; to proceed.
3 Display area: Enter or view configuration information in this area. A ? link
\ e/ may be available to explain the purpose of the screen or individual items on

the screen.
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Accessing the Configuration Interface

Follow these steps to access the configuration interface. You should have already set
up the WTM652 as described in Installing and Connecting Your Telephony Modem.

1 Use the connection utility for your operating system to connect to the wire-
less LAN arris54g (this is the Telephony Modem’s factory default SSID).

2 In your web browser, open the page http://192.168.2.1/ to display the
Status screen:

Firmware Version 1220 LANMWLAN MAC 00:15:a2-T6:dT1a
Boot Version 203 IP address 182.168.2.1
Hardware WTMS52 Subnet mask 2552652560

DHCP Server Enabiled

[Fomtures |

WAN MAC address 00:15:32 760710 NAT Enabiled
Connection Type Dynamic (MTLU:1500) Firewall Settings Enabled
WAN P 192.168.100.2 SSID amshdg
Subnet mask 25525652550 Security Disabled
Detault gateway 192.166.100.1 RIP Disabled

DNS Address
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3

4

5

Click the Login link in the Access bar to display the Login screen:

O 0 0080 O mo B00 050 e B0l DDEOmC 1w O O OO OsEd
,_,.--: -~

ARRIS [Home W' Login [Mintemet Status: -~~~ |

EECT ..

To start or continue configuring the Telephony Modem, log in with a
password. If you have not set up a password, leave this field blank and
click "Submit*

Ltilities Password

Restart Router Default = leave blank

Restore Factory
Default (‘submit)) (Clear)

Save/Backup Settings
Restore Previous
Settings

System Settings
Special Applications
Logs

Note: The Telephony Modem ships with no password configured. When you
log in for the first time, leave the Password field blank.

Click the Submit button to return to the Status screen.

Note: The Access bar should now show Logout in place of Login.

Proceed to Configuring System Settings.
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Getting Battery Wireless Ethernet

Configuring System Settings

1 Click the Utilities link (at the bottom of the Navigation menu) to open the
Utilities menu, then click System Settings to access the System Settings
screen:

00 B 0000 080 000 080 B0 00000 OO0DOEOOE O O OO O30

,_--“- -~
ARRIS [_Home I Logout [llintemet Status: -]

———— System Settings

Administrator Password:
Wireless Setup

The Router ships with NO password included. If you wish to set a password for betier protection, you can
Enter Current Password
N ...

Restart Router
Confirm New Password
Restore Factory )
Default Login Timeout 10 (1-89 minutes)
Settings
Restors Previous Time and Time Zone: January 01,2000 12:39:40 AM
Settings :ITase select your Time Zone. If you are in an area where "daylight saving” is observed, check the box
elow.
System Settings —
Time Zone (GMT-08:00) Pacific Time(US, Canada); Tijuana 3]
Special Applications
Daylight Savings ! Automatically Adjust Daylight Saving
Logs
NAT Enabling:

ADVANCED FEATURE! Allows you 1o turn the Network Address Translation feature on or off. You should
always leave this feature enabled.

NAT Enabile / Disable ) Enable ) Disable

UPNP Enabling:

ADVANCED FEATURE! Universal Plug and Play (UPnP) helps devices such as Internal appliances and
compulers o access the network and connect to other devices as needed. If you use applications that
support UPnP, enabling UPnP allows these applications 1o automatically configure the Telephony
Modem's router.

UPNP Enabie / Disable _)Enable (*) Disable

£ N 3
Save Cancel

2 Make changes as follows:

e Enter Current Password: If you have already created a password, and
you want to change settings on this screen, enter the password here.

e Enter New Password: Enter a password that you will remember but is
not easy to guess.
e Confirm new Password: Enter the same password again.
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Configuring the LAN Channel and Name

1 Click the Wireless Setup link to open the Wireless menu, then click the Chan-
nel and SSID link to open the Channel and SSID screen:

OO @ 00O O 00O 080 BE OO IOROEOOR O O OO OEd
,_-“‘- -~
ARRIS [_Home |
Channel and SSID

Wireless Setup

Channel and SSID Wireless Channel 11

Change the basic wireless network settings, such as Channel and SSID, on this page. ?

Security SSID Tarris5ag

Wi-Fi Protected Setup Wireless Mode gandb 3!
Use as Access Point Broadcast SSID v ?
MAC Address Control Protected Mode onied P
m QoS Configuration
802.11e QoS off 21 ?

(save) (Cancel)

2 Make the following changes to this screen as desired:

e Wireless Channel: Use the default shown in most cases. You may need
to change the channel if neighbors have wireless routers, or if you lose
your connection while using certain remote telephones.

SSID: Give your wireless LAN any name you desire. For best security, do
not use your name or address. The default SSID is arris54g.

Broadcast SSID: Uncheck to prevent passers-by from seeing your wire-
less LAN name in their connection utility. This provides only a small
amount of extra security, since many wireless utilities can learn an SSID
by listening to wireless traffic.

Protected Mode: Set to On only if needed to overcome interference.
3 Click the Save button.

4 Proceed to Configuring Wireless Security.
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Configuring Wireless Security
1 Click the Security link under the Wireless menu to open the Security screen:

..=-""_' -
ARRIS [_Home [l Logout [llintemet Status: ~o1-<:-|

WAN Setup Security
Wiroloss Setup Security Mode Disabled D)

Channel and SSID Change the Telephony Modem's wireless security setings on this page. Security should be enabled 1o
ensure maximum protection. WPA (Wireless Protected Access) provides dynamic key changes and
Security constitutes the best security solution. If one or more of your wireless devices no not support WPA, use WEP

Wired Equivalent Privacy) instead.
Wi-Fi Protected Setup ( 9 2

Use as Access Point

f

MAC Address Control

2 In the Security Mode menu, choose WPA or WPA-Enterprise unless you
have wireless equipment that does not support WPA; in that case, choose
128-bit WEP (more secure) or 64-bit WEP (more compatible with older
wireless equipment).

The WTM652 displays a screen to allow you to configure the chosen mode.
The following screens show WPA and 128-bit WEP screens.

.I.I"-. .I..I“ I-I..IIII . .m“ Emola el nen (oed Domos L0 |
—— P

ARRIS P e ARRIS s . Louce: " [ntemst iz conanctec]

ECT ... ECTTN ...

e e

Chasrel and BSD w11 Chasred and S50 Astrentsation WRA-PIK £

Secusty ad Encrypiar Tazhricus e

P — e T

MAC Adiress Convrel T k] [AOVRIRE 02 0hEs T “Caran MAC Adérass Comtrol

= J— e

3 Enter a password or pass phrase in the text box. For WEP security, click the
Generate button to the right of the text box to create the hex key.

Note: Do not make changes to the other items unless required by your oth-
er wireless equipment.

4 Click the Save button.
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Configuring the Firewall

The WTM652 provides a firewall to protect the computers on your home network
from unwanted access. The firewall provides the following features:

e Virtual Server Support: if you have a server on your home network that you
want to make available to the general Internet, you can configure a virtual
server. The firewall passes requests from the Internet to the designated
computer on your home network.

e C(lient filters: you can use client filters to block computers on your network
from accessing the Internet (or certain services) during specific days and

times.

< . E _an. e MAC Address filtering: allows access to the wireless network only by com-

_— puters specifically authorized to connect.
ARRIS [ Home | . . . :

o .

- Ping blocking: ignores ICMP (Ping) requests from the Internet.
TR 7 oo e trouan e Tesonony Moderr o o s ek Proceed to the next page to begin configuring the firewall.
o) (e
. i Configuring Virtual Servers

MAC Address
Finering Enable Description inbaund port
oMz

DONS

WAN Fing Biocking
URL Filter

Follow these steps to allow outside access to servers on your internal network.

1 Click the Firewall link in the navigation menu, then click Virtual Servers.

Securiy Log

o The Virtual Servers window appears.
2 Proceed as follows:

If you want to... Then ...

Add a well-known service  Choose the desired service from the Add
grop-down menu and then click the Add
utton.

Add a custom service Fill in a row as follows:

e Description: the service name.

e Inbound port: the beginning and ending

® B N B B 2 B w8

4 _ : T : ports of the range required to support this
: T > service. These are the ports that outside
. O : o) mer clients use to access your server.
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e Type: Choose TCP or UDP. If the service re-
quires passing both TCP and UDP packets,
you must create a second row.

e Private IP address: the IP address of the
server on your internal network.

e Private port: the beginning and ending
ports of the range required by this service.
The private ports may be different from the
Inbound ports.

Enable or disable a service
Check (or clear) the box in the Enable column
next to the service.

Remove a service Choose the row to remove in the Clear Entry
drop-down menu and click the Clear button.

3 Click the Save button at the bottom of the page (you may need to scroll
down) to save your changes.

ARRIS [ Home | intemet Status: ] 4 Proceed to Configuring Client IP Filters.
Firewall Setting
Configuring Client IP Filters
ADVANCED FEATURE! Allows you [0 turn the Firewall(SP1 and Client IP Filter) feature on or off
Fontiuiotoms.  Shun oo Follow these steps to configure client IP filters.
il Setting
e cap 1 Click the Firewall link in the navigation menu, then click Firewall Setting.
- rl:ln.'E.a"(:om‘iu;le-E’-E’_R:E.‘:‘E::;::I.:;!F;::::ID!‘!WEDDEQB e-mail ang/or other network services R . R
- T s— The Firewall Setting window appears.
oons [P | Poi [ Type Biockimel DOmy ]| Time [Emb o ]
WANPing Blocking OTF  Cmmigs 50w : 2 Fill in the fields as follows:
192.166.2 - - Jupe = ok = Z =
URL Filter S BOTH ~ = = . . . .
Securty Log ;mpH i : : e IP: the beginning and ending address in a range of IP addresses. To block
[imes T ;:2; - Box : = only one address, use the same address twice.
JTCP - ways : : . . . .
o % St it ; n © e Port: the beginning and ending port in a range of ports. To block only one
CMIN Eicc ; =4 port, enter the same port twice.
1921682 - - :UDP = Biock : : -
. o - _ e Type: choose one of TCP, UDP, or BOTH.
1921882, - - SuDP = ID“‘ = )
e - e Block Time: choose Always to set up a permanent block, or Block to
waisa - - ﬁ 5 O specify days and times to block access.
— A
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Day: choose the beginning and ending day of the week that this block is
effective.

Time: choose the beginning and end time of day that this block is effec-
tive.

Enable: check this box to activate the block, or clear the check to disable
the block.

3 Click the Save button to save your changes.
4 Proceed to Configuring MAC Address Filtering.
Configuring MAC Address Filtering

Follow these steps to configure MAC Address filtering.

1 Click the Firewall link in the navigation menu, then click MAC Address Filter-
ing.

The MAC Address Filtering window appears.

00 B 0000 080 000 080 B0 OD0E0 IDEOEOOm O 0 OO0 080

_.-: -
ARRIS [ Home | intemet Status:
e MAC Address Filtering
Setup
Use this page 1o set up a list of clients allowed 1o access the network. Enter the MAC address of each client on
Wirsless Setup your network 10 allow network access. Click the "Add” bution 1o creale space for another MAC address.
Firewall Enable MAC Address Filtering —
Firewall Setting MAC Address Filtering List
Vitual Servers [[Block | “Host | MACAdess | |
r y I, N
MAC Address - << Add
Filtering
DMZ 'E‘ (Cancel )
DDNS
WAN Ping Blocking
URL Filter
Security Log
Ltilities

2 Click the Add button to add a blank row to the filter list.

3 Enter the MAC address of the computer you want to add to the filter. Do not
enter colons or dashes in between the hex digits. For information about find-
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